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ABSTRACT

Recently, the Internet of Things (IoT) has been widely used in industries and daily life that directly affect human safety, life,
and assets. However, IoT devices, which need to meet low-cost, lightweight, and low-power requirements, face a significant problem
of shortened battery lifetime due to battery draining attacks and interference. To solve this problem, the 802.11ba standard for
the Wake-up Receiver (WuR) has emerged, this feature is playing a crucial role in minimizing energy consumption. However,
the WuR protocol did not consider security mechanisms in order to reduce latency and overhead. Therefore, in this study, an
Adaptive Power Saving Mechanism (APSM) is proposed for low-power WuR to counter battery draining attacks. APSM can minimize
abnormally occurring power consumption by exponentially increasing power-saving time in environments prone to attacks. According
to experimental results, the proposed APSM improved energy consumption efficiency by a minimum of 13.77% compared to the
traditional Legacy Power Saving Mechanism (LPSM) when attack traffic ratio is 10% or more of the total traffic.
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Table 2. Machine learning-based Battery Draining
Attack Detection Result

Performance Metrics Result
Detection Accuracy(%) 99.43
Latency (s) 0.151
Precision (%) 99.43
Recall (%) 99.43
F1-Score (%) 99.43
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